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T h e  u s e  o f  v i r t u a l i z a t i o n 

technologies comes with many 

benefits such as agility, flexibility 

and  cost  e f f ic iency.  At  the 

same time the introduction of 

virtualization also introduces new 

challenges for security. Chen 

Jun, Senior Systems Engineer of 

vArmour and Vince Tai, Technical 

director of ICON business systems 

Limited, are going to share their 

opinions on Data Center Security 

for virtualization era.
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What are the biggest challenges for enterprises to 
protect themselves against attacks these days?

Traffic in the Data Center generally flows in 2 directions. 
North-South traffic is limited to traffic that enters and 
exits the Data Center. It is the sort of traffic that most 
Data Center security solutions focus on. East-West 
traffic, on the other hand, flows between Data Center 
devices and applications. East-West traffic is primarily 
comprised of communication between applications 
hosted by different servers. Once the North-South 
security solution is being compromised, East-West 
traffic will become vulnerable to attacks, especially to 
Advanced Persistent Threats (APT).

What are the differences between on-premises and 
Public Cloud environment? Will it somehow affect 
the strategy of protection?

First of all, physical security devices were not designed 
to protect virtual infrastructures such as Software-
defined Data Center(SDDC), private or hybrid clouds. 
These traditional security controls depend on physical 
devices such as firewalls, IPS, and application firewalls 
deployed on the perimeter of the data center or on 
physical networks. They are not well-suited to protect 
virtual assets, because it is difficult to intercept traffics 
of different virtual machines within a virtual switch / port 
group, and is even impossible to monitor the traffics on 
those public cloud environments.

What are the best strategies for enterprise to 
overcome these challenges?

Traditional perimeter devices are very effective at 
applying and enforcing course-grained security policies 
across a large volume of network traffic. In a virtual 
infrastructure enterprise also need to complement this 
with fine-grained security policies wrapped around 
each workload or group of workloads. This approach to 
security also known as Micro Segmentation, requires 
the use of software-based virtualized security controls 
deployed within the virtual fabric itself. vArmour delivers 
integrated security services including software-based 
segmentation, Micro-Segmentation, application-aware 
monitoring, and cyber deception to help organizations 
protect critical applications and workloads.

vArmour delivers Micro-Segmentation to help organizations protect critical 
applications and workloads.
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Security policy violations and unknown application use can be quickly identified, 
empowering operators to build better policies to improve overall security posture.

Management can check Micro-Segmentation status on a real-time basis.

 Speaking of VMware virtualization technologies, most 
of the security vendors leverage VMware NSX solutions 
to intercept the inter-VM traffics within the same virtual 
switch or port group. They cannot independently control 
the traffics. This will introduce additional investment 
to the customers who would like to conduct micro-
segmentation on their virtual environments. By working 
with VMware NSX, the customers have to additionally 
purchase NSX licenses, and to upgrade to a vSphere 
edition that is bundled with distributed vSwitch 
functionality. As a result, the costs to deploy micro-
segmentation will increase a lot. 

vArmour del ivers fu l l  secur i ty  inspect ion and 
enforcement of Layer 4-7 traffic in a single distributed 
system. It can work independently to intercept the inter-
VM traffics within the same virtual switch or port group, 
without relying on NSX technologies. Customers get 
more than 50% cost saving by using vArmour instead.

every single virtual machine to port groups created by 
vArmour, this enables continuous monitoring of 100% of 
network, application and user traffic, not traffic sampling 
or basic reports provided by firewalls. vArmour Analytics 
automatically consolidates all network traffics, security 
events, and actions that it has taken based on previously 
enforced security policies. With the latest vArmour 
Deception, vArmour can seduce hacking activities 
and get them trapped into those pre-built honeypots. 
Customers can always quarantine the suspicious 
activities for further investigation and prevent lateral 
spread by one click.

Is it easy to deploy vArmour? 

We can arrange a demonstration and we just need 
to prove how it works in 20 minutes. After the initial 
15-minute installation, we can deploy application-aware 
Micro-Segmentation from a single product in an hour, not 
weeks or months. vArmour is infrastructure-independent 
and requires limited network reconfiguration to deploy. 
vArmour can be installed as TAP mode, vWire, L2, L3, 
VLAN Trunk and SDN. Supported Hypervisor including 
VMware ESXi, Linux KVM and even Docker in the future. 
vArmour can also integrate with third parties solution 
by using RESTful API. Most customers will determine 
to use vArmour almost immediately after they saw the 
demonstration. 

How does vArmour work in actual environment?

The vArmour DSS Distributed Security System was built 
from the ground-up to scale security across multi-cloud 
environments. Distributed sensors EP(Enforcement 
Point) and EPi(EP intercepter) are connected by an 
intelligent fabric and managed as a single, logical 
entity, no individual agents or single-instance policies to 
manage. vArmour Analytics provides visualizations into 
all workload traffic collected by the Fabric. These traffic 
patterns are analyzed to detect and alert on potential 
threats. Analytics provide users with insights to inform 
policy changes based on unexpected application 
behaviors. These policies are implemented and 
enforced throughout the multi-cloud environment via 
the Fabric. Customers can also integrate vArmour with 
Splunk to manage devices inside the network.

How can vArmour protect VM? 

Global,  appl icat ion- layer securi ty pol ic ies are 
independent of network topology, so they can maintain 
state, no matter where workloads travel, including live 
migration such as vMotion events. Micro-segmentation 
capabilities are accompanied by routing the traffics of 
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Hot news

It seems some virtualization platforms also provide 
similar technologies. How do you differentiate 
vArmour from them?

Vince Tai, Technical Director of ICON Business Systems Limited.
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